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We are always warning our children about giving out information about themselves while “chatting” on the internet but we adults can be just a guilty of this as shown in the warning below. 

We don’t give total strangers details about ourselves when we meet face to face so why do so when on line?    

Social Networking - helping criminals 

The combined use of the various social networking media can identify when you are not at home or are alone. 

Sharing your every move with friends and family on social networking sites is an increasingly popular pastime. But providing minute-by-minute updates on sites such as Twitter has also made it far easier for users to become victims of crime.

Social networking crazes such as Foursquare, in which users post their location online, are a goldmine for potential burglars. Foursquare is a Twitter-type application which turns city maps into game boards, helps friends meet up, and awards 'prizes' to the most active of its 150,000 followers. They 'check in' on their mobile phone to record their position on a map, indicating where they are and more importantly, where they aren't. It's called geolocation technology.

Those details are fed to Twitter and can be searched by anyone in the world. A search for '4sq -@foursquarelondon' on Twitter reveals a stream of information posted by Londoners who have left their houses - creating a potential burglars' wish-list.

Combined with Facebook and other social networking sites, there is a raft of information available to the criminal. Criminals monitoring our movements can, with a little extra investigation, pin down our exact address and simply wait for the tweet that says 'nobody's home'.

In some cases users 'check in' giving the exact address of a friend's home they are visiting, which makes life even easier for the criminal. There is a Dutch website that actually trawls the various networking sites and then publishes addresses that are empty - albeit from a crime prevention stance.
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